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Abstract—The General Data Protection Regulation (GDPR)
establishes rigorous standards for data privacy, yet many soft-
ware developers find it difficult to translate these high-level
legal requirements into practical technical implementations [1].
The abstract nature of these regulations and a general lack
of developer-focused education often lead to compliance being
overlooked during the initial design phases of a project [2].

To address this, we propose Odidont, a learning platform
specifically designed to bridge the gap between GDPR regulations
and software engineering practice. The tool utilizes a microlearn-
ing approach to deliver concise content that fits into the modern
developer’s iterative flow [3]. By combining interactive lectures,
quizzes, and a compliance questionnaire, Odidont creates a
learning loop that enables engineers to assess their own systems
for compliance gaps. Our design emphasizes technical contextual-
ization and gamification to improve engagement and support the
long-term retention of privacy principles [4]. Ultimately, Odidont
demonstrates a path for making Privacy by Design an achievable
and sustainable standard in software development.

I. INTRODUCTION

In the modern digital era, the widespread distribution of
personal data across the internet introduces significant secu-
rity risks [1]. The introduction of General Data Protection
Regulation (GDPR) added more responsibilities on how this
data should be handled, while also raising the concerns about
privacy. Unfortunately, these rules are not always followed
correctly, resulting in data loss from data breaches [5]. For
example, Odido, a mobile phone and internet provider in the
Netherlands, suffered a data breach in February 2026 in which
the personal data of over 6 million users was leaked [6]. This
included individuals who had not held a subscription with the
provider for over 10 years [7]. This violated GDPR Article
5(1)(e) - which mandates that personal data should be kept
for no longer than necessary, and Article 5(2) - because the
provider promises to keep the data of old customers for 2 years
only. Thus, more people were affected from this breach than
if Odido would have followed the GDPR regulations.

This begs the question: why do these leaks happen?
Are companies not complying with the GDPR, and if yes,
why? According to the concept of “Privacy by Design”,
which mentions that privacy and GDPR compliance should be
integrated within the software since its initial design stages,
software developers should play a big role when it comes
to how data is handled [8]. But research from [2] shows

that the GDPR seems too complex and hard to understand,
and the rules are too vague and not related to technology.
This makes it hard for engineers to understand and implement
them in their design. Another problem in this context is the
lack of investment into teaching developers about privacy and
data handling. Most of them are not familiarized with GDPR
and its regulations, therefore they focus on other parts of the
software [5]. It is important to research and invest in ways to
teach developers these rules [1] and in tools that can assist
developers with ensuring privacy with their products [8].

In response to these problems, we propose Odidont, a
GDPR learning tool which can be used by software engineers
to learn about these regulations and about handling personal
data. The application contains “learning modules” about the
rules of GDPR, explained with examples from the software
engineering field, making it easier for developers to follow
them. Odidont supports microlearning by splitting modules
into smaller lectures, allowing users to find and learn the exact
information they need. The added gamification elements, such
as progress bar, or graying-out completed lectures encourage
enjoyment and participation. Besides the lectures, Odidont also
contains quizzes for each “learning module”, so users can test
their knowledge once they are done. In the end, there is a final
questionnaire where developers can check if their system is
GDPR compliant or not, which helps them put their knowledge
into practice.

Following this, Section II presents the background informa-
tion needed for our tool, specifically how developers learn,
similar tools and information about the GDPR. Section III
presents the design and implementation of Odidont. In Section
IV, the system is tested using personas and user stories, while
Section V discusses the results. Finally, Section VI addresses
the limitations and potential future work of the application,
followed by the conclusion in Section VII.

II. BACKGROUND

There are three main challenges when it comes to building
GDPR-compliant software. First, it is important to understand
what GDPR is, it’s goals and the different regulations for
data protection. Second, the high-level legal requirements do
not always translate into specific technical tasks, such as data
minimization or automated deletion. This makes it difficult for



developers to turn a general privacy rule into working code.
Finally, traditional training often fails to engage engineers
because it focuses on theory rather than practical application.
This section offers an explanation of the GDPR and examines
how developers learn through hands-on experience and looks
at why current software tools often struggle to support the
technical side of privacy.

A. The General Data Protection Regulation (GDPR)

In 1995, when the internet was still in its early stages and
nobody had any idea how tied it would be to our lives, the
European Union (EU) adopted the Data Protection Directive
[9]. This regulated the processing and free movement of
personal data within the EU [10]. However, since this was
a directive, each country could still create their own rules on
data protection [9]. Because of this, and with the rise and
widespread of the internet, it became a hassle to handle the
transfer of data between the members of the EU. Thus, the
GDPR was created in the early 2010’s, and enforced in 2018
[10].

The GDPR is a set of rules about privacy and security [11].
It regulates how organizations around the world handle the
personal data of EU citizens. The core motivation behind this
was to harmonize data protection laws across the EU, while
allowing individual to have control over their digital footprint.
These rules establish privacy as a fundamental human right
in the digital age.

To achieve these goals, the regulation has several main
topics that dictate how software should be built [12]. First, it
defined the notion of “Personal Data” (Article 4), showing that
any identifiable information, from names to IP addresses, need
protection. Beyond the definitions, the GDPR also introduces
“Data Principles” (Article 5), mandating how the data should
be processed, collected and kept in order to preserve the
privacy of individuals. The concept of “Lawfulness” (Article
6) ensures that data is stored only with a valid legal reason,
such as consent. Finally, the GDPR also grants individuals
”Data Rights” (Articles 12-22), such as access, restrictions
and erasure. These shift the power from corporations back to
the users, and enforces systems to be designed with features
that allows users to manage their data at any time.

B. Getting the Message Across to Developers

A persistent challenge in achieving GDPR compliance at
the engineering level is that software developers frequently
lack familiarity with data protection principles. Those who do
have some awareness often cannot translate legal requirements
into concrete technical implementations [1]. Studies on open-
source development show that GDPR-related pull requests
demand significantly more commits, more code changes, and
longer review times than non-GDPR pull requests [13]. This
suggests that privacy compliance is both highly iterative and
architecturally invasive. The friction is made worse by the
fact that traditional compliance training is typically delivered
as annual lectures or text-heavy slide decks. These formats
do not match the cognitive profiles and working habits of

software engineers [14]. Bridging this gap requires a clear
understanding of how developers actually learn.

A useful starting point is the theory of andragogy, popular-
ized by Malcolm Knowles, which distinguishes adult learning
from childhood education [15]. Adult learners need deep
contextualization and expect new knowledge to be immedi-
ately applicable to their current work [16]. They validate new
information against their existing professional experience and
prefer self-directed exploration over passive instruction [17].
These traits are especially pronounced among software de-
velopers. Developers work in an environment defined by
continuous learning and rapid technological change [18].
When confronted with a top-down mandate to memorize
abstract GDPR articles, the disconnect from their daily work-
flow is immediate. The legal text feels entirely unrelated to
the Integrated Development Environment (IDE), the sprint
backlog, or the failing test suite. In contrast, training that
emphasizes the purpose behind an action and offers hands-on
scenarios leads to substantially higher engagement and long-
term retention [15].

Research into developer learning preferences reinforces
this. Developers prefer interactive, experiential learning over
passive consumption of text or video [19]. The most effective
learning moments in programming are often described as
breakthroughs achieved by wrestling with a problem rather
than reading documentation [19]. Modern cognitive psychol-
ogy has also debunked the popular notion of fixed “learning
styles.” What matters is matching instruction to the nature
of the content rather than to a learner’s self-reported pref-
erence [18]. For a technical domain like GDPR compliance,
hands-on exercises such as refactoring a simulated database
schema to remove unnecessary personal data will outperform
lectures regardless of how learners describe their preferred
style.

Given the volume and legal complexity of the GDPR, which
contains 99 articles and 173 recitals [20], presenting all of
this material in long sessions risks severe cognitive overload.
Microlearning addresses this problem by delivering content in
focused units of roughly three to ten minutes [3]. It is grounded
in cognitive load theory and spaced repetition [21]. Breaking
complex topics into small chunks prevents working memory
from becoming saturated and supports transfer into long-
term memory. For developers who work in Agile sprints with
deep focus and frequent context switching, a short interactive
scenario is far less disruptive than an hour-long training mod-
ule. Microlearning also supports role-specific learning paths.
A backend engineer can focus on database encryption and
pseudonymization while a frontend developer concentrates on
consent mechanisms and cookie management [22].

Even well-structured content will fall flat if learners lack
the motivation to engage with it. Gamification offers a way
to address this by embedding game design elements such
as points, badges, leaderboards, and narrative challenges into
non-game contexts [4]. Developers naturally enjoy solving
complex logical problems and demonstrating technical mas-
tery [23]. Reframing a GDPR requirement as an architectural



challenge or a vulnerability to be patched taps directly into
this drive. Systematic reviews of gamified educational inter-
ventions report higher participation, enjoyment, and motivation
compared to traditional approaches [24]. The “attack and
defense” paradigm is particularly effective. Developers first
exploit a privacy vulnerability and then switch roles to write
the fix. This builds deep contextual understanding [25]. Social
dynamics amplify these effects further. Team-based challenges
and visible leaderboards foster a collaborative security cul-
ture. Senior developers model compliant behaviour and junior
developers learn through observation and imitation, which is
consistent with Bandura’s Social Learning Theory [26].

C. Similar Tools on the Market

To inform our development strategy, we analyzed exist-
ing compliance and educational tools across four primary
segments. While these platforms vary in engagement and
diagnostic depth, they often lack the technical specificity
required to assist software engineers in translating regulatory
requirements into architectural decisions.

The first segment consists of gamified quiz and flashcard
applications, such as Kahoot [27] and Guardey [28]. These
platforms rely on microlearning and game mechanics like
leaderboards to maintain interest [29]. Guardey, for instance,
adopts a model similar to Duolingo [30] but is adapted
for broad cybersecurity awareness. While these tools offer
high engagement and mobile accessibility, they function as
generalized educational platforms. They lack the domain-
specific diagnostic capabilities required for an engineer to
assess whether a particular software architecture is GDPR-
compliant [31].

A second category focuses on targeted GDPR self-
assessments, including tools from Microsoft [32], Orrick [33],
and Sypher [34]. These surveys help organizations evaluate
their baseline posture by segmenting regulations into high-
level themes. Sypher, for example, generates compliance
scores and actionable recommendations based on a brief
assessment [34]. However, these tools are generally static and
legalistic. They often miss out on providing the interactive
lectures or technical details that help engineers understand the
reasoning behind privacy requirements. Including this context
is a beneficial way to support developers as they make design
choices during active development.

For comprehensive compliance, organizations often turn
to enterprise management software such as OneTrust [35],
Osano [36], or Scrut Automation [37]. These platforms offer
extensive functionality for data mapping and vendor risk man-
agement. While powerful, they are architected for dedicated
legal and IT compliance departments who manage audits
full-time. For a software engineer, these systems are often
overly complex and time-intensive to configure, providing
little assistance during the design phase where privacy-by-
design must be implemented.

Finally, corporate microlearning platforms like OttoLearn
[38] and Skillcast [39] deliver focused compliance modules
to a general workforce. Skillcast offers Compliance Bites

consisting of concise videos on core principles, while Ot-
toLearn uses adaptive algorithms to reinforce daily training.
Although effective for general employee awareness, such as
identifying phishing attempts, these solutions do not address
the specialized diagnostic and engineering needs of a technical
team. They rarely touch upon technical implementation details
like API security or database retention policies.

Therefore, the current market landscape offers fragmented
solutions that do not serve the unique needs of the soft-
ware engineer. While gamified apps drive engagement and
surveys provide organizational insights, there is no integrated
platform that combines continuous, technical microlearning
with a readiness diagnostic tailored for those building the
software. Our proposed tool, Odidont, aims to bridge this gap
by grounding GDPR education in the engineering context.

III. DESIGN AND IMPLEMENTATION

This section presents the design and implementation of the
Odidont tool. First, we provide an overview of the system’s
components and main design decisions that guided the devel-
opment. Next, we define the scope of the educational content
covered by the tool’s prototype. Finally, we describe the tool’s
technical implementation, including the technology stack we
chose and the reason behind it.

A. Design Overview

While designing Odidont, we focused on providing an
interactive and developer-friendly learning experience, to make
the law-heavy topic of GDPR easier to understand. Rather than
presenting the regulation articles as static documentation, the
application splits the content into modular components, that
align with how developers learn and apply new concepts.

We split the application into two main sections: lecture
topics with interactive quizzes and a compliance questionnaire.

The first component consists of lecture topics, that organize
the educational content into structured modules. Each topic
represents a specific subject area, as further described in III-B.
By using a micro-learning approach and making these sections
concise and focused, developers can research relevant material
fast, while still providing them enough context to understand
the reasoning behind each regulation.

To complement these lectures, the tool also leverages in-
teractive quizzes, closely connected to the introduced topics.
Their purpose is to reinforce learning, by making the learner
apply recently-gained knowledge. At the same time, they are
useful as a feedback tool, ensuring that there are no gaps in
the user’s understanding. By interleaving lessons and quizzes,
the tool encourages active learning.

For example, after a lesson introducing the purpose of
GDPR and the role of developers in ensuring compliance, the
user is given a short quiz, to make sure they understood the
content. One question asks about the main goal of GDPR,
while the other focuses on why developers should care about
it. Each answer is followed by immediate feedback, explaining
why the selected answer is correct or not. An example of such
a quiz is shown in Figure 1.
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Odidont

GDPR Basics

Quiz: GDPR Awareness

Why should developers care about
GDPR?

Developers decide what data to collect and how
to store it

GDPR only applies to managers and legal teams

Developers are never held responsible for data
handling

Correct

Correct. Developers design databases, define APIs
and decide what to log. These choices directly affect
whether a system is GDPR compliant.

Return to Overview

Fig. 1: Example of an interactive quiz testing users on GDPR
knowledge

The second component is a compliance questionnaire,
which can be used as a ‘diagnostic’ tool . Unlike the topic-
specific quizzes, this questionnaire evaluates the developer’s
system against a larger set of GDPR regulation. Users answer
questions about their system’s data handling strategy, after
which the tool provides feedback (i.e. if the system is or
is not GDPR compliant) and references lectures that could
help fill any compliance gaps. This feature bridges the gap
between theoretical knowledge and its practical application,
encouraging developers to reflect upon their practices 2.

Together, these components create a useful learning loop:
developers gain knowledge through the lectures, validate their
understanding through quizzes and apply both through the
compliance questionnaire. This ensures that Odidont supports
not only the gain of theoretical knowledge, but also practical
evaluation and application, which is essential for reaching
GDPR compliance in the software development context.

B. Content Scope and GDPR Coverage

The main challenge we had when designing Odidont was
choosing a relevant subset of GDPR topics to include in the
educational section of the application. Given that the regulation
consists of 99 articles, it was not feasible for a functional
prototype to cover the entire scope. Instead, we focused on
four main topics: “GDPR Basics”, “Data Protection”, “Law-
ful Principles” and “Privacy & Data Rights”. Together they
provide a good foundation for software developers about the
GDPR and its regulations, and about how data should be stored
and collected. The main reason we had for choosing these
topics was that they are foundational and easily transferable
into design decisions in software:

e “GDPR Basics” and “Lawful Principles”: By defining

what personal data is and the reasons to store it, these

'The questionnaire can be found here: https:/github.com/BestTUDRepos/
Odidont/tree/main/Appendix

2The content of the questionnaire, along with our prototype can be found
here: https://github.com/BestTUDRepos/Odidont/.

topics can influence the design of a database schema
or an API, ensuring that data collection is tied to a
specific purpose. This prevents ’data hoarding” and helps
developers implement data minimization by only creating
fields that are legally justified.

o “Data Protection”: This topic is directly tied to security
requirements. It encourages developers to use, for exam-
ple, encryption and hashes to protect the personal data of
users from unauthorized access or data breaches.

o “Privacy & Data Rights”: These rights represent func-
tional requirements that need to be added to software. For
example, developers need to add a method for users to
be able to delete their data or limit how much of it can
be collected and processed.

Of course, there are many other regulations in the GDPR
of as much importance as these ones. Since this is only
a prototype, we decided to limit the topics to only four.
A finished and deployed application would include the rest
of the articles as well, in order for Odidont to serve as a
comprehensive GDPR learning tool.

C. Implementation

For the development of Odidont, we chose to create a
unified, client-side cross-platform architecture. The framework
uses .NET 10.0 as the main framework together with MAUI.
For the frontend, the app applies Blazor WebAssembly for a
responsive, web-standard User Interface (UI). Together, this
allows the app to be shipped as a single C# codebase. That
way, the app can act as a native application across Windows,
Android, macOS, and iOS.

We made these stack choices to keep in mind the following
three primary requirements for the tool:

« Ubiquity: By using .NET MAUI, the app maintains 100%
logic parity between the features across all devices. The
app needs the validation logic only once. After that it
runs identically on an iPhone as it does on a Windows
desktop.

o Stability: The GDPR framework consists of established
legal principles that do not undergo frequent, volatile
changes. Implementing the application fully client-side
eliminates the need for a constant internet connection
and reduces server overhead. Updates only occur when
significant legislative changes (like new guidelines) are
released.

o Performance: Blazor WebAssembly, paired with .NET
10, offers near-native execution speeds. This ensures that
the interactive elements of the app remain fluid and that
complex branching logic does not imply latency for the
user.

From a design perspective, Blazor also allows standard
CSS/Sass. This gave us more creative freedom to make the
interface look modern and engaging, allowing easier imple-
mentation of findings from II-B and II-C without being limited
by the usual mobile UI constraints.
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IV. USER SCENARIOS

To evaluate whether Odidont meets its intended goals, we
define a set of user scenmarios. Each scenario describes a
realistic situation in which a software engineer would interact
with the tool. These scenarios guided both the design of the
application and the evaluation of its usability. Importantly,
each scenario also demonstrates how the learning principles
discussed in Section II are applied in practice.

A. Scenario 1: Onboarding a New Backend Developer

Tom is a junior backend developer who recently joined a
Dutch fintech startup. During his first sprint, he is assigned to
build an API endpoint that stores customer payment informa-
tion. He has no prior experience with GDPR and does not
know what rules apply to storing financial data.

Tom opens Odidont and browses the available lectures.
He selects the module on data minimization (see figure 2a)
because it is directly relevant to his current task. This reflects
the principle of andragogy, where adult learners are most
engaged when new knowledge is immediately applicable to
their work [15]. The lecture explains the principle in plain
language and provides a short code-level example showing
how to avoid collecting unnecessary fields. By presenting a
concrete technical scenario rather than abstract legal text, the
tool supports experiential learning, which research identifies
as the most effective approach for developers [19].

After reading the lecture, Tom takes the accompanying quiz.
He answers incorrectly on a question about data retention
periods (see figure 2b), so he revisits that section before
moving on. This quiz-based feedback loop aligns with spaced
repetition and active recall, two mechanisms that support
transfer into long-term memory [21]. The entire lecture takes
roughly five to ten minutes, following the microlearning
model that prevents cognitive overload during focused work
sessions [3].

At the end of the session, Tom has a basic understanding
of which personal data fields he is allowed to store and for how
long. He applies this knowledge when designing the database
schema for his endpoint.

B. Scenario 2: Preparing for a Compliance Audit

Eva is a senior full-stack developer at a mid-sized Software-
as-a-Service (SaaS) company. Her team lead informs her that
an external GDPR audit is scheduled for next month. Eva has
some general awareness of GDPR but is unsure whether the
features she built over the past year are fully compliant.

Eva opens Odidont and navigates to the compliance ques-
tionnaire. She answers a series of questions about her appli-
cation’s data handling practices (see figure 3a). These include
questions about consent mechanisms, data access requests and
breach notification procedures. This self-assessment approach
supports self-directed learning, a core principle of andragogy
where adult learners prefer to evaluate their own knowledge
gaps rather than follow a fixed curriculum [16].

After completing the questionnaire, Odidont presents her
with a summary that highlights areas where her application

= Odidont

Data Protection
Quiz: Data Handling

Data Protection
Data

Data Minimisation How long can you store personal

data according to GDPR?

Forever, as long as the user agreed once

Only as long as necessary for the stated
purpose

A maximum of 5 years

Until the user requests deletion

Data minimisation means you should only
collect and store the data that is strictly
necessary for a system/feature to function.

Practical Example
Bad design:

{
"name": "John Doe",
"email": "john@email.com",
"phone": "+12345678",
"dateOfBirth": "1999-01-01",
"address": "Street 123"

' Wrong

For a simple account, most of this data is
unnecessary.

Incorrect. While users have a right to erasure, you
should not wait for a request. Data must be deleted

Better design: when it is no longer needed.

{ Return to Overview
"email”: "john@email.com"

}

As a rule of thumb, you should start minimal,
and expand only when needed. The less data
you have, the smaller the risk in case of a
breach! As an added benefit, you also have a
simpler system to manage!

< Lesson Tree

(a) Lecture on Data Minimization (b) Quiz on Data Retention Period

Fig. 2: Example content in the Data Protection Module

may fall short (see figure 3b). Crucially, each identified gap
links back to a specific lecture module. This connection
between diagnosis and education ensures that Eva does not just
receive a compliance score but also understands the reasoning
behind each requirement. This reflects the andragogical prin-
ciple that adults learn best when they understand the purpose
behind the material [15].

Based on this feedback, Eva identifies that her application
lacks an automated process for handling data deletion requests.
She raises this as a technical debt item in the next sprint
planning meeting.

C. Scenario 3: A Frontend Developer Learning About Consent

Lisa is a frontend developer working on a consumer-facing
web application. She is tasked with implementing a new
cookie consent banner. She knows that cookies require user
consent under GDPR but is not sure what counts as valid
consent or how granular the options need to be.

Lisa opens Odidont and searches for lectures related to
consent. She finds a module that covers the legal requirements
for obtaining consent, including the need for an opt-in mech-
anism and the ability for users to withdraw consent at any
time. The lecture includes a practical example of a compliant
consent flow. This role-specific content demonstrates how
microlearning can be tailored to different developer profiles. A
frontend developer like Lisa focuses on consent mechanisms
and cookie management, while a backend developer would
focus on database encryption and pseudonymization [22].
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Do you ensure data is not
reused for marketing
without new consent?

n

Compliance Gaps
Identified 3¢

Purpose Limitation Gap:
Data is being reused
without justification.

| Learn how to fix ths

Security Gap: Data must
be protected from
unauthorized access.

Learn how to fix this 1

Erasure Right Gap:
Systems must support a
technical 'Right to be
Forgotten'.

[ Learn how to fix this 1

Restart Questionnaire

(a) Example questionnaire ques- (b) Questionnaire Summary and
tion Compliance Gaps

Fig. 3: GDPR Compliance Questionnaire Assessment

After completing the lecture, Lisa takes the accompanying
quiz. The current prototype uses multiple-choice questions
for this purpose. However, the planned design for Odidont
includes additional question formats such as drag-and-drop
exercises or code-based scenarios, which would better support
hands-on learning [19]. For instance, a question could ask the
user to identify which elements of a given consent banner
are non-compliant and select the correct fixes. This type
of question reframes the GDPR requirement as a technical
problem to solve, tapping into the developer’s natural drive
for problem-solving [25].

After the quiz, Lisa understands the difference between
essential and non-essential cookies. She uses this knowledge
to implement a banner that allows users to accept or reject
each cookie category individually.

D. Scenario 4: Self-Study During Downtime

Mark is a medior developer who wants to improve his
understanding of GDPR during quieter periods in his sprint.
He does not have a specific task that requires GDPR knowl-
edge right now, but he wants to be better prepared for future
projects.

Mark opens Odidont and starts with the first lecture in
the recommended order. Each lecture takes roughly five to
ten minutes to complete, which fits between his other tasks
without breaking his focus. This structure is a direct ap-
plication of microlearning, which is grounded in cognitive

load theory [21]. By keeping sessions short and focused,
the tool avoids the cognitive overload that comes with hour-
long training modules and fits naturally into the Agile sprint
workflow [14].

He completes two lectures and their quizzes during a single
afternoon. The quizzes give him immediate feedback on
what he understood and what he needs to review. Over the
course of two weeks, Mark works through all the available
lectures. The structured progression through topics supports
the principle of self-directed exploration, where adult learners
build on their existing professional experience at their own
(see figure 4a) [16].

He then takes the compliance questionnaire using a past
project as a reference. The results confirm that his previous
project handled data subject access requests correctly, but
lacked proper documentation for its data processing activities.
By validating his knowledge against a real project, Mark
engages in experiential learning, which research shows leads
to deeper understanding than passive content consumption (see
figure 4b) [19].
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Lawful Principles

How
© Back to Results
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Data Protection
uwetung vonsent

When you rely on consent, you must ask for it in
a clear and honest way. Users should
understand exactly what they are agreeing to.

Be clear:

- Say what data you collect and why.
= [REE o woua]
[icorre S o

Be specific:

- Separate different purposes (e.g.
marketing vs. analytics).

Give a real choice:

- No pre-checked boxes or forced consent.
Allow withdrawal:

- Users must be able to change their mind.
Practical Examples
Example 1:

A user signs up for a newsletter using an
unchecked checkbox

. They actively choose to receive emails.
Example 2:

A cookie banner asks permission before
tracking users

| Lessons

(a) Example module structured (b) Learning about specific com-
progression pliance gap

. Tracking only starts after acceptance.

Fig. 4: Using the tool to learn about GDPR generally

V. DISCUSSION

The design of Odidont transforms the GDPR education
into a developer-oriented learning tool [8]. By translating
the abstract regulatory principles into concrete, technical sce-
narios, the tool bridges the gap between the legal text and
the software engineers [1]. This contextualization makes it



easier for users to understand why these regulations matter and
how they should be integrated in the design process [15]. The
combination of microlearning modules and interactive quizzes
encourages software developers to engage with the GDPR
contents in a way that is aligned with their learning style
and preferences [3]. The addition of gamification elements
keeps the learning process engaging and provides a feeling
of accomplishment [4].

The addition of the compliance questionnaire moves the
goal of the system from passive learning to practical appli-
cation [19]. While its main goal is to check whether a system
is GDPR compliant, it also encourages software engineers to
reflect on their own design choices and to evaluate how well
they apply them in practice [16]. This process promotes a
deeper understanding of privacy and data protection [25].
Thus, Odidont supports both short-term understanding and
long-term behavioral changes [21].

Odidont is designed to shift GDPR education away from
abstract legal theory and into the technical environment where
software engineers actually work [8]. By translating high-
level regulations into practical technical tasks, the tool helps
developers see how privacy rules directly impact software de-
sign [1]. For example, the scenario involving Tom shows how
breaking content into small, focused modules allows a junior
developer to learn about data minimization without derailing
their current sprint [3]. This reflects the finding that engineers
often learn best through hands-on “breakthrough” moments
rather than just reading documentation [19]. Instead of being
overwhelmed by the entire regulation, this microlearning ap-
proach keeps the focus on what is immediately applicable to
the code [3].

The inclusion of a diagnostic questionnaire moves the tool
from passive learning toward a more active evaluation of
a developer’s own system [19]. As seen in Eva’s scenario,
using the questionnaire as a self-assessment helps develop-
ers identify specific technical debt, like missing automated
deletion processes, that might otherwise be overlooked [16].
This creates a “learning loop” where a diagnostic result links
directly to a specific technical lecture, ensuring the education
stays relevant to the user’s professional context [15]. By
tailoring these resources to specific roles, such as focusing
on consent for frontend tasks or encryption for the backend,
the tool reduces the friction usually found in one-size-fits-all
compliance training [8]. This practical approach encourages
developers to reflect on their own design choices and helps turn
theoretical knowledge into long-term technical habits [25].

Overall, the proposed system shows a way to teach GDPR
compliance to software engineers in an engaging and domain-
specific way, promoting the integration of privacy regulations
since the early stages of the system’s design.

VI. LIMITATIONS AND FUTURE WORK

Odidont uses a microlearning approach to instruct develop-
ers about GDPR topics, which fits with the cognitive profile
of developers. However, this design choice presents a trade-
off between being concise and being thorough enough to

capture all necessary details. Some GDPR topics are inher-
ently complex, so condensing them into short lessons risks
oversimplifying important details. This could leave learners
with an incomplete education, or even affecting their ability to
apply these principles in practice. Future improvements could
explore adjustable lessons or optional extra content, to keep
material detailed without overwhelming users.

Another design challenge lies in keeping the quality of the
lessons consistent. As the tool expands, it becomes difficult to
ensure that each lecture and quiz is technically accurate, and as
easy to understand as the other ones. Inconsistency can confuse
learners or reduce trust in the tool. To address this limitation,
we suggest a strong content review process, together with
collaboration between legal, educational and technical experts.

In addition to design challenges, Odidont is limited by the
restricted number of GDPR topics covered, as the system
focuses on a small subset of chapters relevant for software
engineers. While this provides a targeted learning experience,
it doesn’t cover all the regulations, which might become
relevant during the design of a system. Future work could
expand the topic coverage to include all the regulations from
the GDPR, ensuring that the tool can provide assistance for
any privacy concern.

Another limitation of the system is the lack of empirical
evaluation using real users. Due to time constraints and lack
of approval for user studies, the tool has not been tested with
software developers. Instead, personas and scenarios were
created in IV in order to evaluate how the tool could be used
by different people with different needs. While these provide
insights into the applicability and usability of the tool, they
do not replace direct feedback from actual users. Thus, future
work should include a user study where software developers
with different levels test the tool and provide feedback, in order
to asses how Odidont support GDPR and privacy regulations
learning.

Together, these improvements highlight how Odidont can
evolve as a learning tool, by covering all the GDPR regulations
and by collaborating with different experts.

VII. CONCLUSION

In conclusion, this paper talked about the challenges of
learning and understanding GDPR requirements. And while
these regulations are important to be implemented in order
to improve the privacy of a system, their abstract and non-
technical nature makes it difficult for developers to follow
and apply them. Therefore, these rules are often overlooked
during the design phase of a system, which can have catas-
trophic consequences, such as data breaches.

To address these problems, we introduced Odidont, a learn-
ing tool that provides lectures, quizzes and a compliance
questionnaire specifically tailored towards software engineers.
The introduction of microlearning and gamification elements
promotes active learning and engagement, while the trans-
formation of abstract laws into technical scenarios provides
an easier way of understanding. These together prove that
“Privacy by Design” is an achievable standard.



While the current version of Odidont is just a functional
prototype, focusing on only four topics, it creates a scalable
framework for GDPR education. By providing developers with
the knowledge of data protection, the application plays a
crucial role in preventing future data breaches and ensuring
privacy becomes a standard in our society.
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